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Big Data Era

Numerous big data applications benefit human beings
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Data Management

• Open data

• Big data trading

• Big data collaboration
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What is Supply-Chain Management?

• Supply Chain (SC): a system of organizations, people, activities, 

information, and resources involved in moving a product or service 

from supplier to customer.

• Supply-Chain Management (SCM): the management of the flow of 

goods or services, involves the movement and storage of materials, 

inventory, and finished goods from origin to consumption.
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Data Sharing & Management for Supply Chain

Food safety, especially traceability, needs data management and 

sharing among stakeholders
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Problems of Current Solution

• Scaling EDI: trading partners have their 

own EDI transaction sets.

• Overcoming bad data: transactions are 

affected or suspended due to data 

related anomaly

• Achieving transparency: better visibility 

of information is critical for SCM.
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Blockchain
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Blockchain
A technology of 

distributed ledger 

for trustless data 

storage with 

auditability

Decentralization: removal of  
third party

Transparency: visible to 
everyone

Immutability: once stored, 
cannot be changed

Privacy

Authenticity



How Blockchain Works
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7. Apply Txs

if needed

8. Notify clients
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What Can Blockchain Help?

• Information Management

- Provide product information transparency

- Provide immutable and reliable information storage

- Provide decentralized and scalable information sharing

• Inventory and Asset Management

- Provide proactive inventory management

- Provide digitalized asset exchange, pledge and mortgage
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Technical Challenges in Blockchain for SCM

• Scalability

- Network Scalability

- Storage Scalability

• Throughput

- BTC 7 TX/s vs Visa 24,000 TX/s

• Fine-grained Access Control

- User Identity Data: anonymity, pseudonymity

- Transactional Data: privacy, authenticity

• Data Retrieval

- Efficiency and Reliability
11



Challenge 1: Scalability

• Network Scalability: 

- How can the Blockchain network scale with the increase number of 

nodes/participants? Consensus.
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Properties
Cryptocurrency

(PoW, PoS, ..)

Distributed 

System

(Raft; PBFT; ..)

Strategy
Lottery-based

(most)

Voting-based

(most)

Real-world app.? √ √

Proof  in theory? ? √

Fault Tolerance Byzantine Crash / Byzantine

Finality Poor Perfect

Throughput Low High

Latency High Low

Scalability Good Poor

Finality: will all nodes always agree on the 
same single state?

Latency: how long does it take from data 
submission to confirmation?

Throughput: how much data can be 
processed per unit time?

Scalability: how does number of  nodes 
affect system performance?

Consensus Criteria



Challenge 1: Scalability

• Storage Scalability: 

- Off-chain Storage & On-chain Verification
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Transaction

Pool

Distributed

Database

Metadata

Raw

Data
Blockchain

Transaction:

Metadata

Hash (Rawdata)

Signature

Off-chain storage
On-chain verification



Challenge 2: Throughput
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Bitcoin throughput 1.7 Kb/s, can 

hardly handle raw big data
Combine Off-chain storage and 

On-chain verification

Bitcoin Ethereum

~7 TPS ~30 TPS
Low Throughput

Far from enough

~2,000 TPS



Challenge 2: Throughput
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• Improve consensus of traditional distributed systems 
- Raft in R3CEV Corda (Usenix ATC’14): making Paxos practical

- Algorand (SOSP’17)

• Adopt sharding from distributed database
- ELASTICO (CCS’16)

- OmniLedger (S&P’18)

- RapidChain (CCS’18)

• New data serialization methods
- DAG rather than chain: IOTA Tangle, Swirld Hashgraph

- Microblocks: Bitcoin-NG(NSDI’16), ByzCoin(USENIX Security’16)



Challenge 3: Fine-grained Access Control

• Fine-grained Access Control

- Transactional Data: privacy, authenticity

- User Identity Data: anonymity, pseudonymity
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I want food data A

Download? Preview?

Nearline calculation?

Data B

To whom or which group?

How much authority?

I want to publish food data B



Challenge 3: Fine-grained Access Control
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How data is to be 

shared

Download, Preview, 

Nearline computation

Sidechain storing 

group information

How data is to be 

accessed

Supplement metadata 

with shared group and 

authority information



Challenge 3: Fine-grained Access Control

• Existing blockchain solutions are not enough for anonymity

- Pseudonymous (Bitcoin): once revealed, forever exposed

- Zero knowledge proof (Zcash): high computational resources

- One-time ring signature (Monero): identity can be deduced
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Anonymous

interaction



Challenge 4: Data Retrieval

• Two aspects to achieve low-latency data retrieval.

- (1) Bootstrap searching history (e.g. cache searching result).

- (2) Optimize how data is stored. 
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Blocks contain 

heterogeneous data, so 

search needs to scan txs

one by one

Pack similar data in a block;

Consensus to guarantee 

data similarity

Add block summary to 

support skip-block search



Challenge 4: Data Retrieval

• Reliable and Low-latency for data retrieval
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Applications

Network

endpoint

Smart

Contract

Ledger

Query

Result

Blockchain network



Framework of the blockchain-based 
food traceability system

• Blockchain as a Service

• Implementation

- Hyperledger Fabric

- Open-source

- Permissioned Ledger

• Three kinds of identities

- Customer

- Member

- Regulator
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Experiment Setup

• System and Data Setup

- 4 nodes: each running 4 docker containers

- Each node: 2 for client peer, 1 for orderer and 1 for endorser
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Member

Endorsers Peers Orderer

Signature Verify Consensus



Experimental Result

• System Performance Test

- Invoke the chaincode with 10, 30, and 50 concurrent jobs at the same 

time
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Member Registration Time Transaction Uploading Time Data Retrieving Time



Future Work

• Solution to 4 technical challenges

- Scalability (Network & Storage)

- Throughput

- Fine-grained Access Control

- Data Retrieval

• Real world supply chain deployment

- Current system is using synthetic testing data with few nodes

- Integrating real-world supply chain data with the current system and 

deploy the system on more federated nodes.
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