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Abstract: Finger or palm dorsal surface is inherently revealed while presenting (slap)
fingerprints during border crossings or during day-to-day activities like driving, holding arms,
signing documents or playing sports. Finger knuckle patterns are believed to be correlated with
the anatomy of fingers that involve complex interaction of finger bones, tissues, and skin which
can uniquely identify the individuals. This paper investigates the possibility of using lowest
finger knuckle patterns formed on joints between the metacarpal and proximal phalanx bones for
the automated personal identification. We automatically segment such region of interest from the
palm dorsal images and normalize/enhance them to accommodate illumination, scale and pose
variations resulting from the contactless imaging. The normalized knuckle images are
investigated for the matching performance using several spatial and spectral domain
approaches. We use database of 501 different subjects acquired from the contactless hand
imaging to ascertain the performance. This paper also evaluate the possibility of using palm
dorsal surface regions, in combination with minor knuckle patterns, and provides finger dorsal
image database from 712 different subjects for the performance evaluation. The experimental
results presented in this paper are very encouraging and demonstrates the potential of such
unexplored minor finger knuckle patterns for the biometrics identification.

1. Introduction

Majority of physiological patterns employed for the biometrics identification are closely related
to the anatomy of individuals which are relatively unique and believed to be correlated with
DNA patterns. The choice of these biometric patterns largely depends on the nature of biometric
applications, achievable accuracy, convenience, or is restricted to the rarity these patterns
available for the forensic analysis [1]. The fingerprint, finger-vein and finger knuckle patterns
can be simultaneously acquired and employed for more reliable biometrics identification. In this
context, the constrained imaging requirement associated with the acquisition of finger-vein
images can add to the total cost and user inconvenience while integrating them with the

fingerprint based systems. However, the simultaneous acquisition of fingerprint and finger
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knuckle images can be achieved without any additional inconvenience to users, also at lower cost,
with simple addition of an external imaging camera to the existing (slap) fingerprint devices
which can simultaneously acquire [27] finger dorsal images and synchronizes the acquisition
with external software. Therefore it is important to investigate the uniqueness and stability in the
pieces of information which can be recovered from the finger dorsal images. In addition, there
are varieties of recorded forensic images (figure 1a-1c) in which only the finger dorsal patterns
are available to establish the identity of a suspect. Automated or forensic identification of
knuckle patterns has invited very little attention in the literature and several questions relating to
uniqueness and/or stability of such patterns are yet to be answered. The work described in this is
paper investigates on such problem and examines the possibility of using such second minor

finger knuckle patterns (figure 2) for the human identification.

@) (b) ©) (d)
Figure 1: (a)-(c) Sample images in which the finger dorsal patterns can be used to ascertain identity ofa
suspect; (d) Image sample from simultaneous hand dorsal imaging while acquiring fingerprint from slap
fingerprint device. The blue and red circles are added to point out the region of interest considered for
the investigation in this work.

1.1 Motivation and Our Work

The key objective of our work is to investigate the possibility of using finger knuckle patterns,
formed between proximal and the metacarpal phalanx bones (metacarpophalangeal joints) of the
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fingers, for automated human identification. It may be noted that prior work available in the
literature has investigated the finger knuckle patterns formed on finger dorsal surface joining
middle phalanx and proximal phalanx bones (PIP joints), e.g. [2], [6]-[10], etc. There has also
been some research on investigating knuckle patterns formed between distal and middle phalanx
bones (DIP joints) reported in the literature [16]. However in the best of our knowledge there has
not been any study to ascertain the possibility of exploiting knuckle patterns formed between
metacarpal and the proximal phalanx bones (MCP joints in figure 2) of fingers for the automated
biometric identification. In this paper, we refer such knuckle patterns as the second minor finger
knuckle patterns to distinguish with the first minor knuckle patterns formed on DIP joints and

investigated in [16].
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Figure 2: Sample finger dorsal image to illustrate prior work in finger knuckle identification and
second minor finger knuckle patterns investigated in this work.

The motivation for the investigation detailed in this paper has been two folds: firstly the
second minor knuckle patterns can be the only” piece(s) of evidence available to ascertain the
identity of suspect in several images available for the forensic analysis. Therefore investigation
into the uniqueness (also stability) of such minor finger knuckle patterns is vital for their usage in

the forensic identification of suspects. Secondly, such knuckle patterns can be simultaneously

" There are known examples [21] of criminal investigations in which the knuckle patterns have been successfully
used as a piece of forensic evidence for the prosecution of suspects.



acquired using traditional finger knuckle imaging (or even during fingerprint imaging employed

at border crossing, e.g. US-VISIT program [23] which uses slap fingerprint imaging devices, by

providing additional camera for imaging finger dorsal surface) and used to further improve the
performance from conventional finger knuckle (or even fingerprint) identification. The key
contributions from this paper can be summarized as follows:

(@) This paper investigates the finger dorsal skin patterns formed between the metacarpal and the
proximal phalanx bones of fingers for their possible use as biometrics trait. The uniqueness
of such patterns is ascertained from the experimental results, on the database of 501 subjects
(5010 images acquired using contactless imaging), which are highly promising.

(b) This work also examines simultaneously use of acquired/available major, first minor and
second minor knuckle patterns to achieve superior performance which may not be possible
with the use of any of these knuckle patterns alone. We also investigate possible use of
automatically segmented palm dorsal regions, acquired under visible illumination, for the
biometrics applications. This paper also presents preliminary study on the stability of such
second minor finger knuckle patterns using a set of images acquired after an interval of over
2 years.

(c) This paper also provides a unique database of palm or finger dorsal images acquired from 712
different subjects. This database is also includes dorsal images acquired after a long interval
(2-7 years) that can provide valuable insights on the stability of knuckle patterns and its
usage in forensic and biometrics applications.

The rest of this paper is organized as follows. Section 2 presents the details on completely

automated approach for extracting region of interest (ROI) images. This is followed by brief

discussion on the matchers employed for the second minor finger knuckle matching. Section 4

provides details on different sets of experimental results while the key conclusions from this

paper are summarized in section 5.



2. Finger Knuckle Imaging and Region of Interest Segmentation

The key region of interest in this investigation represents region of image between metacarpal
and the proximal phalanx from the finger dorsal surface. This region of interest is automatically
segmented from the hand dorsal images employed for this work. The hand dorsal surface images

from the right hands of volunteers were acquired using contactless hand imaging. The imaging

Figure 3: Automated segmentation of region of interest (second minor finger knuckle); (a) acquired image
sample under outdoor illumination, (b) recovered hand contour image (enhanced for easy visualization), and
(c) localization of key points. The red squares in figure (d) illustrate the localized second minor finger knuckle

region and the corresponding segmented knuckle images are shown in (e). 5



(a) (b)
Figure 4: Image samples from two different volunteers acquired under outdoor (a) and in indoor (b)
environment. The red boxes illustrate automatically localized and segmented 100 x 100 pixels ROI to
ascertain their possible usage as a biometric trait.

setup is similar to as the one employed in reference [2]. However in addition to the indoor
illumination, the majority of images in the developed database [25] were acquired under outdoor
(ambient) illumination.

Acquired images are firstly subjected to histogram equalization, binarization (Otsu’s
method followed by removal of isolated noisy pixels) and used to generate hand contour images
as shown in figure 3. The key objective in this work is to evaluate the uniqueness and stability of
second minor finger knuckle patterns which are formed on the skin surface above the middle
phalanx and proximal bone joints of finger dorsal surface. Therefore the automated localization
of key points from the hand contour images, similar to as detailed in reference [2], is performed
and utilized in this work (not described here as more details can be referred from [2]). Majority
of images employed in this work were acquired under outdoor environment using a hand held
camera. The distance between the hands held digital camera and hand dorsal surface in
contactless imaging is not fixed. Such variations in the distances often generate hand dorsal
images with varying scale and therefore scale normalization of the acquired images is performed.
This is achieved by normalizing the acquired images to a fixed scale. The scale factor for such
normalization is computed from the ratio of distance between the two finger valleys (v1 and v3

in figure 3) and a fixed distance computed from the average of such finger valley distances from
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sample images (fixed to 325 in all our experiments). The key points corresponding to (four)
finger tips and mid-point of two base points for each of the finger are used to further localize the
second minor finger knuckle region of interest. The line joining finger-tip (top point) and the
base point (mid-point of v1 and v2) is further extended by an amount equal to one third of finger
length (or by the distance between M23 and M14 in figure 3). This extended point (R in figure 3)
is used as the center point ofa 100 x 100 pixel square region which is automatically segmented
as the second minor finger knuckle image. Figure 4 illustrate another two image samples from
our database and their automatically localized second minor knuckle regions are also highlighted
as the red color boxes.

2.1 lllumination Normalization

The finger dorsal images are acquired from the curved 3D knuckle surface and such curves can
result in uneven illumination reflections and shadows. Therefore the segmented minor finger
knuckle images often have low contrast and illumination variations. The image enhancement
steps are essentially required to normalize such illumination variations in the ROl images. The
illumination normalization approach used in this work is same as also used in [7]. This approach
firstly estimates the average background illumination in the 16 x 16 pixels sub-blocks of the
segmented knuckle images. The estimated illumination is then subtracted from the original
knuckle image to suppress the influence of uneven illuminations. The resulting image is then
subjected to the histogram equalization operation which generates enhanced finger knuckle
image for the next or feature extraction stage. Figures 5 (b1)-(b5) and 5(c1)-(c5) illustrate second
minor finger image samples before and after the image enhancement operations respectively.
These images illustrate that employed enhancement approach has been quite effective for
enhancing the knuckle creases and curves from the automatically segmented second minor

knuckle images.



3. Feature Extraction and Matching
The second minor finger knuckle images after the image enhancement illustrate randomly
textured patterns which appears to be quite unique in images from different fingers/subjects.

Such patterns typically consists of creases, lines, and wrinkles of varying thickness, which also
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Figure 5: Automatically segmented lower or second minor knuckle images corresponding to midéile
finger images of five different subjects in (a;-as) respectively. Corresponding grey-level images in (b;-bs),
enhanced images (c;-Cs), KnuckleCode or RLOC representation (d;-ds), Ordinal representation for 30 deg
(e;-e5), and spectral representation using BLPOC in (f-f5).



varies with the forward movement of respective fingers. A new approach to match such second
minor knuckle images is investigated and detailed in the next section. We also comparatively
evaluated several matching strategies which have been shown [6], [16]-[19] to be effective in
matching palm or major finger knuckle patterns in the literature. These are also briefly described
in the following.
3.1 Local Feature Descriptor
The second minor finger knuckle images typically illustrate texture-like details which are
random but appears to be quite unique in each of the fingers. These texture patterns can be more
effectively and efficiently matched from their spatial feature similarity in the local regions.
Therefore a new spatial-domain approach [27] to match the knuckle patterns was investigated in
this work. A spatial filter is employed to perform convolution with the knuckle images and the
guantization of resulting filter response generates respective features corresponding to chosen
guantization levels. The two-level quantization can provide compact or smallest size template
representation and also generate fast similarity scores using computationally simpler Hamming
distances. The features generated from such spatial filtering are expected to encode features
which are localized and represents the neighborhood pixel information. The size of this spatial
filter defines the scope of this neighborhood. The larger (smaller) filter size is expected to encode
more global (local) information and vice versa.

Let the shape of this spatial filter be a square to ensure symmetry, then the simplified filter

f(i,J) can be constructed as follows:

.. —(2N+1)%2+1 ifi=0&&j=0
,]) = 1
fGn { 1 otherwise )

where i,j is index in the filter, i,j € [-N,N], and N defines the scope of neighborhood. The
filtered response from a point on knuckle surface is essentially the sum of difference between the
point and each of its neighboring points. If the continuity of local grey levels is to be ensured,
like in knuckle or natural images, the difference between grey levels from two points which are

close to each other should almost be zero. Therefore the sum of them should also be very small
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and the binary feature K(x,y) for the point (x,y) in knuckle image I can be computed as

follows:

_ (1 ifIxy)*f(i,j) >0
KGoy) = {0 otherwise )

where * represents pixel-wise convolution operation. When the encoded feature from (2) is one,
the local knuckle shape is expected to concave else the described shape is more likely to be
convex.

It is generally believed that the gradient of descriptors can offer more powerful capability to
describe the feature. Therefore the gradient version of filter £(i,j) in (1) is expected to generate
more powerful feature descriptor. We partition the neighbors of a given point (x, y) into two
subsets whose spatial extent or size is the same. For all the points or image pixels in the two
subsets, we subtract their value from I(x, y). After computing the sum of points’ values for each
subset, the gradient is defined as the difference between these two respective/sum results. Let
these two subsets be represented as D, and D,, then the gradient filter g(i, ) obtained from

f(i,j) can be defined as follows:

. -1 if point(i,j) € D,
,J) = 3
9.j) { 1 otherwise )

There can be several possibilities to explore the spatial extent of partitions D, and D,. In this

work we only considered simplified partitions that define g(i, ) as follows:
1 if abs(i) < abs(j)

9@, ) =<-1 if abs(i) > abs(j) 4)
0 if abs(i) = abs(j)

where i,j is index in the filter with i,j € [-N,N] and abs(+) is the absolute operation. The

matching distance s, between the two feature matrix, i.e., one obtained from the gallery (G) and

the probe (E), is computed as follows:

_ 1 m-p on—q
SF = mons Lyt Zu-1 XOR(G(x,),E(x,y)) (5)

where XOR (G, E) is the Boolean XOR operator that computes Hamming distance between two

binarized template G and E while m and n denotes the spatial size of these templates. In order to
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accommodate possible translations between the knuckle surfaces, we translate the binarized
templates of the probe in horizontal g and vertical direction p and perform multiple matches.
These translations are performed in two steps for four directions (left, right, up, down) in steps of
two pixels. The best or smallest of Hamming distance among these translations is used as the

final similarity score s, (5) between the two matched templates.

3.2 Band Limited Phase Only Correlation
Another possible approach to match these knuckle patterns is to compute their similarity or
correlation from their spectral representations. Such an approach has shown to offer more
accurate results [16]-[17] and was therefore attempted to match second minor knuckle images.
This approach only uses phase information recovered from the 2D discrete Fourier transform
(DFT) of the segmented knuckle images and therefore least sensitive to the translation/rotational
changes. In order to minimize the influence noise, only a band of frequency in the DFT
representation is employed for the matching. This approach detailed in [17] is briefly
summarized in the following.

Let 2D DFT of two P x Q pixels normalized knuckle images, say Si(x, y) and Sx(x, y), be

respectively represented as Fi(ki, ko) and Fa(k1, k2). These 2D DFTs can be computed as follows:

i2nxky _i2mykp

Fl (kllkZ) = Zx,y Sl(x' y) e P e Q = BFle_i¢F1(k1'k2) (6)
i2nxky _i2mykp .
Fy(ky k) = 3y, Sy (2, y) e 7 Yoo = B, e~ i#r; (kuke) @)

where B and B are the amplitudes, ¢ (k,k;) and ¢ (ky,k,) are the phase component of
normalized knuckle image Si(x, y) and Sa(x, y) respectively. The cross-correlation Cp, r (ky, k,)

between two phase components from (6) and (7) is computed as follows:

_ Fky k)R (kyky) — p—i{pp (ki k) —dp, (kyk,)}
CrF, (kl’kz)_IFl(kl,kz)FZ(kl,kz)l e e T ®)

where F,(ky, k,) is the complex conjugate of F,(k, k,) and {¢p (ki k,) — ¢p (ki k,)}

represents difference in phase components between two matched knuckle images. The phase
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only correlation between two knuckle images is estimated from the inverse 2D DFT of
Cr,r, (ky1,k) as follows:

1 . ,
L, (%Y) = %Zklkz Cr, i, (ky fey) e 2meka/P gt2my k2 /Q ©)

The band limited correlation between phase representations from two images is obtained by
limiting ky and k in (9) to some limit instead to P and Q respectively.

3.3 Local Radon Transform

This approach for matching knuckle images using Local Radon Transform (LRT), referred to as
RLOC [19] or KnuckleCode representation in [6], has shown to be quite effective in accurately
matching the major knuckle patterns and was therefore also attempted in this work. This
approach effectively encodes the local orientation of curved lines and knuckle creases into one of
the dominant orientations which is represented using a three bit binary code and such binarized
templates are matched using the Hamming distance. The details of this approach can be found in
reference [6], [19] or [13]. The key advantage of this approach is that it produces smaller
template size and is computationally efficient in generating templates than BLPOC. We also
considered feature extraction approach using the ordinal representations [18] for the performance
comparison. Another approach referred as (fast) CompCode [13], which is quite similar in
encoding local knuckle crease orientations but using even Gabor filters, was also evaluated for
the comparative performance.

3.4 Ordinal Representation

The ordinal measures typically compute measurements that are based on the relative distances
[20]. The ordinal representation of textured like surface such as palm and iris has shown to offer
promising results and therefore this method was also evaluated to ascertain its accuracy in
matching the knuckle images. Similar to as detailed in reference [18], two orthogonal Gaussian
filters oriented at 0, 30 and 60 degrees are utilized to generate binarized feature templates. The
Hamming distance between resulting feature templates is employed to generate match scores

between the knuckle images matches.
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4. Experiments and Results

The experiments were performed in several phases to ascertain the usefulness of second minor
finger knuckle patterns for the biometric authentication. We acquired hand dorsal images from
501 different subjects using contactless hand imaging. The images were acquired from the right
hand of the volunteers under indoor or outdoor environment. All the acquired images were used
to automatically segment 100 x 100 pixel ROI corresponding to second minor finger knuckle
region as described in section 2. These images were enhanced and subjected to the feature
extraction using three matchers as discussed in section 3. The band limiting threshold for
BLPOC was fixed to 0.6 for all the experiments. The line width and length of one and seven
pixel was respectively fixed for all experiments in RLOC (the filter size was 11 x 11). Two
Gaussian filters (ox = 3, oy = 1) of size 11 x 11 pixels were utilized to compute ordinal
representations of the segmented knuckle for the matching. Figure 5 illustrates some sample
knuckle images and corresponding template images for respective enhanced knuckle images. The
templates corresponding to the computationally simpler method detailed in section 3.1 are shown

in figure 6.

Figure 6: Typical samples of templates generated from six different subjects’ second minor knuckle using
local features detailed in section 3.1.

The first sets of experiments were performed to ascertain the suitability of matcher and its
performance for the second minor finger knuckle patterns. We utilized five images from each of
the four fingers, for every subject, and employed relatively challenging protocol (all-to-all
instead of leave-one-out) for matching second minor knuckle images. Therefore 5010 (501 x 10)

genuine scores and 1252500 (501x5x500) impostor scores were computed. The matching
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performance was evaluated using the

receiver operating characteristic (ROC). The ROC

corresponding to the index, little, middle, and ring finger is shown in figure 7(a), (b), (c) and (d)

respectively. It can be ascertained from these ROCs that the local feature based matcher

evaluated in this work performs the best among five matchers considered for the performance

comparison. The equal error rate (EER) from different matchers is also presented in table 1. In

terms of EER, the performance of this approach can be considered to be similar to the BLPOC

although BLPOC marginally performs better in some cases. It should however be noted that the

1
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Figure 7: The ROC for matching second minor finger knuckle images from 501 different subjects (a) index
fingers, (b) little, (c) middle and (d) ring fingers using five different matchers considered in this work.
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F |
Table 1: Comparative EER from second minor knuckle matching.
Index Middle Ring Little
Ours 0.20875 | 0.18474 0.23173 0.22838
BLPOC 0.1792 | 0.1858 0.2208 0.2146
RLOC 0.33478 | 0.30035 0.30954 0.28247
Ordinal 0.28208 | 0.27499 0.30716 0.28601
Compcode | 0.22113 | 0.23106 0.28382 0.28146
| |

Figure 8: A typical palm dorsal image from the database
used to automatically segment first minor (yellow boxes)
and major (red boxes) from all four fingers.

ROC rather than EER is widely considered as the reliable criterion for performance comparison.
Key complexity of BLPOC approach lies in computation of 2DFFT and is also significantly high.

Therefore we employed only the outperforming matcher (figure 7) using local features for other
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Figure 9: The ROC for the combination of minor and major finger knuckle images from 501 different subjects
(a) index fingers, (b) little, (c) middle and (d) ring fingers .



further experiments reported in this paper.

The second sets of experiments were performed to ascertain possible performance
improvement using the combination of simultaneously available/acquired first, second minor and
major knuckle patterns from the finger dorsal images. In addition to second minor patterns, all
the finger images acquired from 501 subjects also illustrate major and first minor [24] finger
knuckle patterns. These regions were also automatically segmented using the approach detailed
in section 2 [2]. Figure 8 shows a typical palm dorsal image from our database and the
segmented knuckle regions for each of the fingers. The ROC for the individual and score-level
combination of knuckle patterns from 501 subjects ring, index, middle and little fingers are
shown in figure 9(a), (b), (c) and (d) respectively. These results indicate that combination of

knuckle patterns can achieve improved performance which cannot be achieved by first minor,
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Figure 10: The ROC for the combination of first minor and major finger knuckle images from 712 different
subjects (a) index, (b) little, (c) middle and (d) ring fingers .



second minor or major knuckle patterns alone. We attempted several simplified score-level
combination approaches [27] to combine major and minor knuckle patterns. It can be observed
that the score level combination using weighted sum can generate superior results in most cases.
In addition to hand dorsal images from 501 different subjects, we also acquired four
finger dorsal images from another 211 subjects. These additional images only show first minor
and major knuckle regions and do not illustrate second minor finger knuckle regions. Therefore

these images were not utilized for the earlier set of experiments. The combined database of 712

subjects finger dorsal images was also used to investigate the matching performance, using

Figure 11: Typical palm dorsal image samples from nine different subjects in the database.
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automatically segmented first minor and major knuckle images, to benchmark the performance
for further work. The ROCs from these set of experiments using five images from 712 subjects
(7120 genuine and 12525000 impostor scores) is shown in figure 10. This database from 712
different subject’s right hands is the largest database employed so far the matching (figure 10)
finger knuckle patterns and is publicly [26] or freely made available for further work.

Another set of experiments were performed to ascertain if the palm (or palmprint) dorsal
region (green color rectangle region shown in figure 3 and 4) available under visible illumination
can also be used for the biometric matching. Each of the hand dorsal images includes palm
dorsal region, acquired under visible illumination, and this region typically illustrate 3D
textured- like surface with distinctive vascular patterns, skin pigmentation and texture which
appears to be quite different among different subjects. Therefore it is judicious to examine
possible use of this region for the biometric matching. We automatically segment this palm
dorsal region, using the key points generated during the knuckle segmentation, and employ this
region for the matching like we did for the knuckle images in previous experiments. In figure 11
several automatically segmented palm dorsal image samples from our database are reproduced
and such palm dorsal images were investigated for improving matching performance from
simultaneously segmented knuckle images. The ROC from 501 different subjects (automatically
segmented) palm dorsal matching, using same protocol and method as for figure 7, 9, is shown in
figure 12. The EER for matching palm dorsal regions was 0.15607 (0.1685 using BLPOC). It

can be observed that the matching of palm dorsal region images, can also achieve promising
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Figure 12: The ROC from the palm dorsal regions and its combination with three knuckles for (a) little, (b) ring, (c)
index and (d) middle finger respectively. 18
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Figure 13: The ROC using combination of
knuckle and palm dorsal matching fromall ~ finger respectively. The performance improvement is
four fingers of 501 different subjects. . L
observed to be consistent, although not very significant.
The palm dorsal region images also have high potential for forensic identification of suspects or
in biometric applications involving access by smaller number of subjects. Our results should be
considered preliminary indicating its promises and the need for further work in developing
advanced algorithms to accurately match palm dorsal images acquired under visible illumination.
There can be several methods to combine palm dorsal region match scores with three

different knuckles from the four fingers of same hand/subject that have been used in previous

(figure 9) experiments. Figure 13 illustrates the matching performance using a weighted

(b1) (b2) (b3)
Figure 14: Enhanced image samples corresponding to three different subject’s second minor finger
knuckle images acquired over an interval of 2 years. These image samples not only illustrate stability of
knuckle creases or patterns but also include the variations introduced due to contactless imaging under
ambient illumination.
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Figure 15: (@) Manual matching of second minor finger knuckle patterns for the first two subjects in
figure 14. The knuckle curves and creases are easy to be matched for subject a;, but more difficult for

subject a, and a; (match is not shown). (b) The ROC from matching two-session second minor finger
knuckle images using completely automated approach.

matching scores. The marginal improvement in performance with the addition of palm dorsal
region can be observed from this figure. The EER corresponding to this combination is 0.628.
More advanced fusion schemes that can adaptively combine multiple finger knuckle match
scores and palm dorsal region match scores are expected to deliver more accurate performance
and should be explored in further work.

We also evaluated the stability of second minor knuckle patterns from images acquired over
relatively large interval for its possible usage in the forensic identification of suspects. In order
to ascertain such stability of second minor finger knuckle patterns, we employed two-session
hand dorsal images acquired during the four years from 43 different subjects. Majority of
subjects in this database had second session acquired after an interval of at least two years. Some
of these image samples are shown in figure 14-15. Some subjects in this dataset were students in
teenage who had noticeable physiological growth while some were in mid-thirties (figure 14 - a;)
whose knuckle lines and creases were relatively stable and even could be matched manually. We
evaluated the automated matching accuracy from matching two (but long) session second minor

knuckle images. The number of genuine scores in this set of experiments were 215 (43x 5) while

20



the number of impostor scores were 11180 (43x5x42) since two session protocols was employed
for the matching. The ROC corresponding to four different fingers are shown in figure 15. It
should be noted that the error or degradation in performance is not just due to alterations in
second minor knuckle patterns but also due to localization and segmentation errors in the lower
quality images acquired under contactless imaging. These two-session images are also made
publicly available and figure 14-15 underline the need for further work to develop matching

techniques that can accommodate knuckle curve and crease deformations in such images.
5. Conclusions and Further Work

This paper has investigated the possibility of using second minor finger knuckle image for the
personal identification. The approach described in this paper is completely automated and uses
contactless imaging which is expected to produce/accommodate large variations in images. The
experimental results on the image database from over 500 subjects presented in this paper
suggest great potential for the second minor knuckle patterns to be employed as a biometric
identifier. We also investigated a computationally simpler method of matching such knuckle
patterns using local features and achieved outperforming results. The experimental results
presented in this paper also suggest that the combination of simultaneously acquired/available
major, first minor and second minor knuckle patterns can achieve superior performance which is
not possible from any of the three finger knuckle patterns alone. The work detailed in this paper
also investigated the potential for visible illumination palm dorsal images as a biometric
identifier. Automatically segmented images from 501 subjects, with majority of them acquired
under outdoor illumination, were used to ascertain matching capability from such potential
identifier and encouraging results were obtained. Our results also demonstrated that the
combination of finger knuckle patterns and simultaneously extracted palm dorsal regions can be

used to further improve knuckle matching performance. The results presented from these set of

21



experiments should be considered preliminary, indicating great potential for this region to serve
as biometric, and require further work to achieve more accurate performance.

A workshop version of this paper appears in reference [22] and presented some of
experimental results on a proprietary database of 110 subjects and using the same minor knuckle
matcher employed in [24]. This paper has however presented experimental results on much
larger database from 501 different subjects, using a superior approach (section 3.1), and also
provides entire database from 712 different subjects in the public domain. This database has been
acquired from large number of subjects, also includes long interval images as much as over 7
year interval, and will help to advance further research required in this area. The experiments on
larger database using various combinations of first, second minor and major knuckle patterns,
along with the new investigations on the simultaneously extracted palm dorsal regions as a
biometric identifier, are some of other notable contributions in this paper over [22]. The strength
of this work lies is in completely automated evaluation of second minor knuckle patterns which
have not yet attracted attention in biometrics. The attempt to match second minor knuckle
patterns has generated promising results but requires further work to improve accuracy from
such matching. The experimental results presented in this paper should be interpreted in the
context of largest (so far) database employed, challenging matching protocol and completely
automated approach employed for the knuckle segmentation. The automated segmentation
approach for knuckle images employed in this paper does not generate perfect segmentation of
region of interest in many cases. This is largely due to large illumination variations under the
outdoor environment and therefore further effort to improve the segmentation accuracy is
expected to further improve the matching performance and is suggested for further extension of
this work. The images considered in this work largely use images when palm dorsal images are
acquired from the stretched palms. However higher variations in knuckle patterns is expected
when images from non-stretched palm or bending of fingers is acquired and further extension of
this work is expected to develop database/algorithms to match images with such variations. The
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matching accuracy from two session second minor knuckle images is also quite poor and needs
further improvement for its usage in the forensic applications.
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