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Outline
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Societal Needs 

New (Renewed) Critical Infrastructures
– Transportation
– Water
– Electricity
– Cyber, Financial, E-Government
– Oil and Gas

Energy 
– Alternative Sources: solar, hydrogen, bio-fuels
– Decentralized generation and consumption
– Nuclear fuel
– Demand Side: HVAC, ...
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Societal Needs
Health Care

– Rapid bug to drug 

– Better sensing and monitoring for elders

– Better delivery using ICT

– Tele-medicine/tele-surgery

– Personalized medicine

Homeland Security

– Less vulnerable and recoverable infrastructures

– Command and control for reconstituting damaged 
infrastructures

– Security with privacy in information exchange and gathering
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Societal Needs
• National Security

– Unmanned vehicles (UXVs) 

– Human centered automation

– Networked  Systems (GIG)

– Embedded Software and Systems

– Propulsion 

– Space access, exploration

• Data Storage, Query and Retrieval of Information

– Semantic Web, Intelligent Storage

– Multi-modal data annotation, query

– Search beyond Google

– Data integrity, provenance and privacy
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What are the critical infrastructures in US?

• Agriculture and Food

• Water

• Public Health

• Emergency Services

• Government

• Information and Telecommunications

• Transportation and Shipping

• Banking and Finance

• Chemical Industry and Hazardous Material

• Post

• National Monuments and icons
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Vision of Future Computing

• Internet is our new computing and 
communication Model

• Semantic-based information retrieval and 
knowledge discovery are the keys for the 
future

• Embedded systems and sensors become 
pervasive

• Trust, privacy and security need to be 
established

• Autonomic systems need to be developed 
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Bridge Monitoring

Building 

Environment

Controls

Earthquake 

Monitoring

Elder Care

Factories 

Fire Response

First Responders

Forest Management

Soil Monitoring

Supply Chain

Wind Response

… and more more

Instrument and Connect the World !



Digital Explosion: Data Centric

 The digital universe will 
grow over six-fold, from 281
exabytes in 2007 to 1,773 
exabytes in 2011

 > 90% of the information in 
the digital universe is 
unstructured and absolute # 
of files growing faster than 
the TBs

----from IDC Survey presented in ISW 2008
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Example: Navy Future Combat 



14 December 2009 11

Challenges of Sensor Networks
• Motes vs. special sensors

• Lacking application domain knowledge (multi-disciplinary in 
nature)

• Extreme conditions of the physical environment for research
• Inherent faults, failures, errors, tolerances of sensor devices
• Inadequate situational, event and context awareness
• Lacking accesses to real data and test beds
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Future Internet
Must

• Be worthy of our society’s trust

– For managing and operating critical infrastructures 

– Provide a bridge between physical  and virtual worlds

– Via instrumented and managed sensorized physical 
environment

– Support pervasive computing 

– From wireless devices to supercomputers

– From wireless channels to all optical light-paths

– Enable further innovations in S&E research

– Seamless access to networked instruments, supercomputers, 
storage, information, and knowledge
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Challenges in the New Environment

• Network is no longer just end-to-end
• Data is no longer just structured
• Drowning in Data; Loss in Internet
• A New Internet Architecture Is Required
• Data -> Information -> Knowledge
• Societal Needs Are Tied to Internet
• Data/Network Security
• Data/Information Privacy
• Long-Term Data Preservation
• Scalability

Without trust in cyber space
our critical infrastructures and privacy are at 

significant risk
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What are mission-critical networks?

Internet

backbone wavelength

backbone switch

Sensor Network

Edge Site
Wireless Subnet

Rout
er

Switch
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Why Mission-Critical Data Delivered over Internet?

• Economic reason

• Internet is everywhere

• Much more convenient

• Any data can become critical due to a new 
event or an environmental change

• Data/Information systems are fully integrated 
with Internet

• Our daily life is closely tied with Internet
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Next Generation SCADA/DCS:  Cyber Control of 
our Physical Infrastructures

• Our critical physical 
infrastructures depend on 
SCADA and DCS. SCADA 
and DCS depend on the 
gathering, monitoring, 
and control of information 
from distributed sensing 
devices.

• The advent of advances in 
wireless network 
embedded systems for 
distributed sensing 
devices and software, 
present an opportunity for 
a new generation of 
secure critical physical  
infrastructures
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Example: Body Sensor Network
in the environment and on the people

System Miniaturization 

and Integration for 3D 

Stacked SiP by 

TUT/ELE

• The monitors and sensors include embedded 
software systems which can autonomously 
detect events of concern, e.g.: 
– Wearable sensors

• Fall sensors
• Heart rate or pulse monitors

– Stationary sensors
• Motion detectors
• Camera systems

• On their own, we can not expect to have 
sufficient accuracy, however in combination they 
will
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Example: EarthScope
A Continental-Scale Network

• 15-year effort to understand earthquakes, volcanism, and 
plate movements in N. America

– 400 seismometers, 1000 GPS stations, 180 strainmeters 

http://www.earthscope.org
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How to decide criticalness?

• Importance

• Urgency

• Potential Impact

• Failure lead to disastrous consequence

All these can be changed with 
time, environment and current 
and future events
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Components Related to Critical Infrastructure

• Planning

• User Operation

• Application Interface

• Dependable Software 

• Fault-Tolerance Hardware

• Network Availability

• Guaranteed Delivery

• Data Integrity

• Security (Privacy is  less important)
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Required Basic Properties for Mission-Critical 
Networks

• Guaranteed Network Security

• Dependable Network Software

• Flexible Redundant Paths

• Human in the Loop

• Strong Authentication

• Ability to Distinguish and Deal with Trust and Un-
trusted Connections (Recognized by the Routers)

• Fast Deployment and Recovery

• Guaranteed Data Integrity
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Current Cyber Security Research Areas
• Cryptography: provable security, key management, lightweight cryptographic systems, 

conditional and revocable anonymity, improved hash functions

• Formal methods: access control rule analysis, analysis of policy,  verification of composable

systems, lightweight analysis, on-line program disassembly

• Formal models: access control, artificial diversity and obfuscation, deception

• Defense against large scale attacks: worms, distributed denial of service, phishing, spam, 

adware, spyware, stepping stone and botnets

• Applications: critical infrastructures, health records, voice over IP, geospatial databases, 

sensor networks, digital media, e-voting, federated systems

• Privacy: privacy-preserving data-mining, location privacy, RFID networks

• Hardware enhancements for security: virtualization, encryption of data in memory, high 

performance IDS, TPM

• Network defense: trace-back, forensics, intrusion detection and response, honeynets

• Wireless & Sensor networks: security, privacy, pervasive computing

• New challenges: spam in VoIP, “Google-like” everywhere, virtualization, quantum computing, 

service oriented architecture

• Metrics: risk-based measurement

• Testbeds and Testing Methodology: DETER and GENI, scalable experiments, anonymized

background data



Current Status

• Lots of Improvements on Point-Solutions

• Arm Race between Attacks and Defenses

• Lacking of Total Solutions

• Lacking of Secure Internet Architectures

• Less Understanding of the Inter-Relationships 
between Security, Privacy and Trust

• Security vs. Usability
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Future Directions in 
CyberTrust

• Key Assumptions on Computing 
Changed 

• The Changing Meaning of Security 
for Computer Network Defense

• Vision for the Future
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The Meaning of Network Defense has Changed

1st Generation
(Prevent Intrusions)

‘80s

2nd Generation
(Detect Intrusions, Limit Damage)

‘90s

Some Attacks will Succeed

Intrusions will Occur

4thGeneration in ó10s
(E.g.,prediction of vulnerabilities, cross-enterprise negotiation before attacks,
real-time reverse engineering of attacks and malware,
planning methods to deal with expected attacks)

òInteló Will Direct Defenses

3rd Generation
(Operate Through Attacks)

‘00s
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Transformation means we must learn how to build the new infrastructure 
and deploy it.  Learning how to execute this transformation will advance 
both technology and U.S. competitiveness in many ways

Cyber Security Vision

Over the next ten years transform the cyber-
infrastructure to be resistant to attack so that 
critical national interests are protected from 
catastrophic damage and our society can 
confidently adopt new technological 
advances
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Elaborating the Vision

• "transform the cyber-infrastructure" refers not only to changes in 
technology, but to all types of change necessary to affect adequate 
protection (including laws, education, societal norms, software, 
hardware, and so on). 

• "resistant to attack" does not mean "blocks all attacks" or "prevents all 
ŘŀƳŀƎŜέΤ ŀŦǘŜǊ ŀ ǎŜǾŜǊŜ ŎȅōŜǊ ŀǘǘŀŎƪ άƎŜǘǘƛƴƎ ōŀŎƪ ƻƴ-ƭƛƴŜ ǉǳƛŎƪƭȅέ ƛǎ Ǿƛǘŀƭ    

• "critical national interests" does not limit the vision to affect only those 
things owned or controlled by the US Federal Government.  

• "protected from catastrophic damage" refers to situations which are so 
grave or so far reaching that a national response is required because the 
effects can't be remediated by individuals, communities, or corporations. 

• "society can confidently adopt new technological advances" recognizes 
that an ability to rapidly adopt new technology is a vital aspect of 
national competitiveness.
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Conclusions

• None of the basic properties of Security can be 
100% achieved

• Take the system as a whole

• Explicitly define the required properties for each 
component and  the whole system

• Security guarantee only for critical applications

• Build in lots of redundancy

• Expect the un-expected


