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Social Networking 

Objective: 

To build a community based on common 
interests & activities 

Usage: 
Communication 

Meeting people 
Self-expression 

Means of communication:  
Posting, News Feed, Notification, Chat, eMail, etc. 
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Social Networking – Be Recognized! 

Profiles created with selected personal information & interests: 

To search or view the profiles of other users 

To connect with old friends 

To make new ones 

In a social network, you want to be “recognized”! 
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Contact Profiling 

Family 

Friends 

Colleagues 

Business 

etc 
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Data Classification 

Basic Information 

Personal Information (Interests, Activities, Favorites) 

Birthday 

Contact Information 

Education and Work 

Religious and Political Views 

Family and Relationship 

Photos and Videos of Me 

Photo Albums etc. 
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Public Data vs Private Data 

A user decision! 

Assumption: The contacts are who they claim they are! 

Private Data 

Shared with: 

Family  

Friends  

Colleagues  

Business  

Public Data 
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Social Networking Today 

Huge member base 

Mostly operate on the “honor system” 

Usually require real name &  
 age to open only one account 

Many provide API for 3rd Party Applications 
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The Problems 

No verification of user identity 

Little or no traceability in case of a serious complaint 

Anonymity & physical distance lead to a  
 false sense of security 
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The Risks – To Users 

Excessive information could be compromised 

Personal data could be stolen 

Lead to spam 

Lead to abuse on user profile 

Lead to identity theft or physical harassment 
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The Risks – To the Service Providers 

Liabilities 

Can be misused for malicious purposes 

A magnet for unscrupulous people 
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Privacy & Data Protection 

Who are responsible for the privacy and data protection? 

Users? 

Service Providers? 

Government? 
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A Possible Framework? 

An infrastructure based on existing technologies and standards: 

A multi-factor user authentication which is familiar to users 

Technologies which can be readily adopted by service providers 

Technologies with industry standards 

How about a “Social ID”? 

Smart Card + Biometrics + PKI 



© BioID AG 2010 

What is a “Social ID”? 

A “Social ID” can be: 

simply an ePassport, or 

a National ID with digitally signed ICAO biometric templates, or 

a Smartcard with digitally signed ICAO biometric templates 

A “Social ID” consists a private key 

A “Social ID” does not require a DB 

A “Social ID” is supported by the industry 

e.g. PC, USB webcam 
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How does it work? 

Social ID” user authentication: 

is a strong multi-factor user authentication 

can be user-initiated over the web 

can be self-authenticated locally 

“Certified Users” 

Users who log on to the social network with a “Social ID” 

Users provide public key only to “Certified Users” 

“Private” information is encrypted using the private key 

“Private” information can be viewed by users with the corresponding public key 
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Conclusion 

Privacy and Data Protection is possible for social networking! 

Increase of consciousness of privacy and  
 security through the use of biometrics   
 and PKI in social networking 
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Thank You! 
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