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Social Networking

Objective:
OO0 To build a community based on common
interests & activities

Usage:

00 Communication
0 Meeting people
O Self-expression

Means of communication:
O Posting, News Feed, Notification, Chat, eMail, etc.
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Social Networking — Be Recognized!

O Profiles created with selected personal information & interests:
1 To search or view the profiles of other users
1 To connect with old friends
1 To make new ones

III

O In a social network, you want to be “recognized
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O Family

O Friends

0 Colleagues
1 Business
O etc

Contact Profiling
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Data Classification

Basic Information
Personal Information (Interests, Activities, Favorites)

Birthday
Contact Information
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Family and Relationship
Photos and Videos of Me
Photo Albums etc.
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Public Data vs Private Data

O A user decision!
O Assumption: The contacts are who they claim they arel!
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Social Networking Today

0 Huge member base
O Mostly operate on the “honor system”

O Usually require real name &
age to open only one account

0 Many provide API for 31 Party Applications
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The Problems

0 No verification of user identity
O Little or no traceability in case of a serious complaint

O Anonymity & physical distance lead to a
false sense of security
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The Risks — To Users

[0 Excessive information could be compromised

1 Personal data could be stolen

[0 Lead to spam

0 Lead to abuse on user profile

O Lead to identity theft or physical harassment

March 3, 2009 4:37 PM PST

Teen sues Facebook, classmates over cyberbullying
by Chris Matyszczyk Fontsize (s Print (¥ E-mai € Share (@ 56 comments
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The latest sad episode of humanity's ugliness allegedly being played out on Facebook's pages has resulted in
Facebook itself being sued for $3 million.

Denise Finkel, currently a student at the University of Albany, accused four of her ex-classmates at Oceanside
High School of setting up a Facebook group "calculated to hold the plaintiff up to public hatred, ridicule, and
disgrace.”

The group, whose page was password-protected, allegedly said she had AIDS, was an intravenous drug user,
and had "inappropriate conduct with animals.”

MI6 chief blows his cover as wife's
Facebook account reveals family
holidays, showbiz friends and links

to David Irving
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The Risks — To the Service Providers

O Liabilities
00 Can be misused for malicious purposes
O A magnet for unscrupulous people

FACEBOOK PLAGUED WITH SECURITY MySpace Sued Over 2006 Teen Suicide
ISSUES By Kevin Poulsen B4 February 25, 2008 | 2:00 pm | Categories: The Courts
facebOOk The family of a 15-year-old girl who committed suicide following

a sexual relationship with a 27-year-old man she met online is
suing MySpace for allegedly facilitating communication between

e Internet security experts said U.S. Web site Facebook has Ao
e two

been hit by five distinct security problems during the past
seven days. The lawsuit, filed in the 298th Judicial District Court of Dallas
County, Texas, accuses MySpace of negligence in a tragedy that
began when then-14-year-old Kristin Helms, of Orange County,
California, met the adult Kiley Bowers on the internet and began
a sexual relationship over online chats and webcams.

e Rik Ferguson, senior security advisor for Trend Micro, said
the social networking Web site based in Palo Alto, Calif,,
has been hit in the past week with four malicious
applications and a new version of the Koobface virus that
was first detected in December 2008, the BBC reported An FBI sffidavit filed in the original aiminal investigation shows
Monday. the two communicated through a variety of means. Helms initially
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Privacy & Data Protection

Who are responsible for the privacy and data protection?
0 Users?

1 Service Providers?
0 Government?
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A Possible Framework?

An infrastructure based on existing technologies and standards:

O A multi-factor user authentication which is familiar to users

O Technologies which can be readily adopted by service providers
O Technologies with industry standards

How about a“Social ID"?
0 Smart Card + Biometrics + PK]
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What is a“Social ID"?

00 A“Social ID" can be:
(1 simply an ePassport, or
1 a National ID with digitally signed ICAO biometric templates, or
1 a Smartcard with digitally signed ICAO biometric templates
O A"Social ID" consists a private key
00 A"Social ID"does not require a DB
O A"Social ID"is supported by the industry
1 e.g.PC, USB webcam
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How does it work?

0 Social ID"user authentication:

1 is a strong multi-factor user authentication

[1 can be user-initiated over the web
(1 can be self-authenticated locally
O “Certified Users”
[1 Users who log on to the social network with a “Social ID”
1 Users provide public key only to “Certified Users”
O “Private”information is encrypted using the private key
O “Private”information can be viewed by users with the corresponding public key
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Conclusion

00 Privacy and Data Protection is possible for social networking!

O Increase of consciousness of privacy and tilltﬁe
security through the use of biometrics recognlti’éed

and PKl in social networking
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BIOID"

be recognized

Thank Youl!
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